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McMaster University is located on the traditional territories of the
Mississauga and Haudenosaunee Nations, and within the lands
protected by the “Dish With One Spoon” wampum agreement.

Georgia Kirkos, “Cootes Trail,” October 29, 2021, McMaster University, Hamilton, Ontario, Canada
https://brand-resources.mcmaster.ca/asset-bank/action/viewAsset?id=40841&index=14&total=34&view=viewSearchltem
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Code of Conduct

The Sherman Centre and the McMaster University Library are committed to

fostering a supportive and inclusive environment for its presenters and
participants.

As a participant in this session, you agree to support and help cultivate an
experience that is collaborative, respectful, and inclusive, as well as free of
harassment, discrimination, and oppression. We reserve the right to remove

participants who exhibit harassing, malicious, or persistently disruptive
behaviour.

Please refer to our code of conduct webpage for more information:
scds.ca/events/code-of-conduct/

Lewis & Ruth mem MCMaSteI‘ :
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Session Recording and Privacy

This session is being recorded with the intention of being shared publicly via the
web for future audiences. In respect of your privacy, participant lists will not be
shared outside of this session, nor will question or chat transcripts.

Questions asked via the chat box will be read by the facilitator without identifying

you. Note that you may be identifiable when asking a question during the session
in an audio or visual format.

Lewis & Ruth

Sherman Centre McMaster Library
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Certificate Program

The Sherman Centre offers a Certificate of Attendance that rewards
synchronous participation at 7 workshops. We also offer concentrations in Data
Analysis and Visualization, Digital Scholarship, and Research Data Management.

Learn more about the Certificate Program: https://scds.ca/certificate-program

Verify your participation at a session: https://u.mcmaster.ca/verification

At an unspecified point during the workshop, a code will be read aloud. This is
the answer to the third question of the form.

Lewis & Ruth mEm MCMaSteI‘
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Research Data Management Workshops
Register for upcoming RDM events: https://rdm.mcmaster.ca/events
Sept. 28: “"RDM Community of Practice - Data Management Plan Roundtable”

Oct. 25: "Data Management Plans and Intro to DMP Assistant”

Nov. 29: “Depositing & Sharing Data Online with McMaster Dataverse”
Feb. 14: “Storage Scores: Store & Back Up Data at McMaster”

Mar. 20: “How to Implement Encryption to Protect Your Research Data”
Apr. 17: “Sensitive Data Management”

May 14: “Data Management Plan (DMP) Bootcamp”

Jun. 18: “Data Deposit Bootcamp”

Lewis & Ruth mEm MCMaSteI‘ :
Sherman Centre Universiry g8 | Library
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Hello! A bit about us:

We are Research Data Management Specialists

Isaac Pratt, PhD Danica Evering, MA
My background is in Biological My background is in social practice
Anthropology, Medical Imaging, art, community-based research,
and Human Anatomy. communications studies, and

medical laboratory healthcare.
| have a PhD in Anatomy & Cell

Biology from the University of | have an MA in Media Studies from

Saskatchewan. Concordia University.

Lewis & Ruth mem MCMaSteI‘ :
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TL;DR — Best Good Enough Practices
Outline for Managing Data in Your Research

. Everyone has data even (if you don't
think you do!)

. Don't be like Dave
1. Make a plan for your data

or sorry that happened 2. Organize and document your data
consistently

3. Store and back up your data securely

4. Make sure your data is ready for
archival and sharing

| ain't reading all that

I'm happy for u tho

Lewis & Ruth MCMaSteI‘
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What is Research Data Management?

Research Data Management is a suite of connected processes and practices applied throughout the research
lifecycle, as data are planned for, collected, organized, documented, stored, preserved, shared, and reused, in
support of analysis, research, creative works, and dissemination that benefit society.

Preservation

* FAIR principles

« Persistent identifiers
» Data repositories

« Open file formats

[
* Metadata ﬂ

- Data sharing
» Code sharing

Lewis & Ruth

Data Management Plans
Grant applications

Ethics applications

Data sharing agreements
Data access

Data

Collection

Electronic Lab Notebooks
De-identification

Data documentation

File management

Data storage

Data security McMaster

Sherman Centre

scds.ca  for Digital Scholarship December 5,2023 10 3
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Do I even have research data to manage? (You do!)

Lewis & Ruth
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“Data may be in any format or medium taking
the form of text, numbers, symbols, images,
films, video, sound recordings, pictorial
reproductions, drawings, designs or other
graphical representations, procedural manuals,
forms, diagrams, workflows, equipment
descriptions, data files, data processing
algorithms, software, programming languages,
code, or statistical records.”

Innovation, Science and Economic Development Canada. “Frequently
Asked Questions -Tri-Agency Research Data Management Policy.”
Government of Canada. Innovation, Science and Economic
Development Canad, October 19, 2021.
https://science.gc.ca/eic/site/063.nsf/eng/h_97609.html#1a

McMaster

Library
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Is your data vulnerable?

Lewis & Ruth

Sherman Centre University

scds.ca

In a year or two, will you be able to remember all the details of your
experiments? Have you recorded all the little details?

What will happen to your data when you graduate/move/retire?
How much work would you have to do if you lost your data?

If you needed to share your data with a collaborator, would they be
able to understand it without your help?

McMaster

s Library
for Digital Scholarship %?g 12




Is your data vulnerable?
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Is your data vulnerable?
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Let's look at an example:

“Dave” is a graduate student working in Biomedical
Science, focused on x-ray imaging of bone tissue
samples. Dave's data is made up of 3 major
components:

Image files — x-ray scan images,
microscope images.

Software/hardware configuration files -
instrument specific files, scripts, text files

Measurement data files — spreadsheet files

......

McMaster

University Library
December 5, 2023 17 %i;g
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Example practices:

Dave’s data is stored separately in a few places:

Image files are large (2+ TB) and stored on lab
computers and a collection of miscellaneous
external hard drives accumulated over the
years.

The other files are smaller (10 GB) and stored
on a personal laptop and a cloud storage
platform (OwnCloud).
Data is not consistently documented
Data is not published or shared outside the
research group except by direct request. No time or
energy is put into archiving the research data.

lewis&@Ruth . 2~ =m=m=

Sherman Centre
scds.ca  for Digital Scholarship December 5, 2023 18




What went wrong for Dave

One of the external drives fails, leading to the loss of some of
Dave’s data prior to analysis being completed. This data loss
is not discovered for several weeks. There is no back up of
this data.

This leaves Dave with two choices:

Recollect that data which may take a significant amount
of time, or

Publish what he can, even though the power of the study
has been reduced

é(g_;

McMaster
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What could you do to be better?

Make a plan for your data

Prepare yourself for future challenges and
problems

Organize and document your data consistently

Save yourself time and resources in the future.

Store and back-up your data securely

Avoid loss of data from theft, corruption, or
failure of storage devices.

Make sure your data is ready for archival and
sharing

increase the accessibility of your research and
allow others to reproduce and use your results.

Lewis & Ruth
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xﬂxo 1. Make a plan for your data

A Data Management Plan (DMP) is your plan for how you
will create, store, organize, document, secure, preserve,
and share your research data.

A document which speaks to the management of data
both during the active phases of your research and after
the completion of the research project.

Lewis & Ruth mEm MCMaSteI‘
Sherman Centre University [
scds.ca  for Digital Scholarship December 5,2023 21 @é

Library




Why create a DMP?

A living document — something you'll work with, adapt, and
change through your research.

Create it at the start of your research - avoid pitfalls and
problems before they occur.

Prepare for future stages of research including potential data
sharing (if desired).

Research is a team effort — collaborate on your DMP.

Many research funders require grant applicants to submit a
DMP - including the Tri-Agencies (NSERC, CIHR, SSHRC -
started 2022), NIH, and others.

£

Lewis & Ruth mEm MCMaSteI‘ :
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What goes in a Data Management Plan?

EI Data Collection }
Documentation & Metadata }
Storage & Backup }
Preservation }
Z 5| Sharing & Reuse }
@I Responsibilities & Resources }
Ethics & Legal Compliance }

December 5, 2023

23




DMP Assistant
(ASSISTANT)

» A web-based, bilingual data management m
| (ASSISTANT) m

planning tool.

« Available to all researchers in Canada. g

8 McMaster Research Data Management website & MREB Data Storage and Security Tools & Research Data Managemen t Suppor rt

«  Walks you through relevant questions for Data Management Plan: Testmg DMP Assistant
data management.

McMaster General Purpose DMP Template

This plan is based on the "McMaster General Purpose DMP Template” template provided by McMaster versity.

u el I l p ateS a I l eX p O rt a e p a n S ° This template is provided by McMaster University RDM Services for ge"era DMP creation, This template is based on the Portage
DMP Template and is not designed for any particular discipline. Some research projects y benefit from using a DMP Template
built by The Digital Research Alliance of Canada.

. . I Template version 3, published on July 05, 2023
Instructions

» Send to RDM Services for review! it pn

Data Ci

o ‘What types of data will you collect, create, link to, acquire and/or record?
o What file formats will your data be collected in? Will these formats allow for data re-use, sharing and preservation?

] AC CeS S at rd m m cm aster ca/ Ia n o What conventions and procedures will you use to structure, name and version-control your files to help vou and others
o o better understand how your data are zed?

organize

Documentation and Metadata
o_What documentation will be needed for the data to be read and inter ctly in the futu

Lewis & Ruth M M I‘
Sherman Centre Ung'ers?f)szte
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Who do you think could
potentially be involved in
reviewing a DMP?

eeeeeeeeeeeeeeee



— 2. Organize and document your data
— consistently

If you needed to use data you collected a year ago, how easy
would they be to find and use?

Would you know what every variable is?

Would you have information about when/where/how the data
was collected?

Have you ever gone to analyze data or publish a paper only to
find that some critical piece of information was not recorded, or

you don’t remember where you wrote it down?

Lewis & Ruth mom MCMaSteI‘ :
Sherman Centre University X Library
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What were you thinking?

>

” Raw data can be complicated. Numbers in a
' spreadsheet can be hard to interpret, variable
names might have abbreviations that make it

hard for others to understand what it truly is.

DO Documentation and organization make data
easier to understand and reuse.

Ol '! Example from Samantha Ming, “Bad Variable Names to Avoid,” Medium, October 8

2018. https://medium.com/@samanthaming/bad-variable-names-to-avoid-

%EF%B8%8F-bbab6614f36
Lewis & Ruth e MCMaSteI‘ :
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What did you mean when you made this variable
“cat2”? Did it mean cat? Category? Something
else?).
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Soil radiometrics: Field and remote
data sets for model building and ve

Contributors: Cassia Read, David H. Duncan, Chiu Yee Catherine Ho, Matt D. White, Pel
Date created: 2017-05-02 09:40 PM | Last Updated: 2018-06-14 11:46 PM

Category: i) Project

Description: Repository for model training and testing data sets for the article: Read C!

WVhite M, Vesk PA. Use

Wiki
This project is home to the soil data for north-west Victoria, Australia used by Read ¢
Useful surrogates of soil texture for plant ecologists from airborne gamma-ray dete

See the respective data set wiki pages for further information on provenance anc

Files

Name Modifiec
& Soil radiometrics: Field and remotely-sensed data sets for model ..
- &% OSF Storage (United States)
[ Location.png 2017-05-
Cassia Read, David H Duncan, Chiu Y C Ho,
Matt D White, and Peter A Vesk, “Soil
Radiometrics: Field and Remotely-Sensed

Research Project Management

Collaboration: Google Docs and Microsoft Office let your team
work on documents together in real-time, avoiding multiple
versions and copies sent by email.

Reference Management: Zotero, Mendeley, or Endnote support
collaboration through shared citation libraries.

Notetaking software: Obsidian, Evernote, OneNote, Notion, or
an Electronic Lab Notebook allow you to create organized,
linked notes that you can use to document your research
practices.

Open Science Framework (OSF): This free open platform for
research collaboration lets you manage files, data, code, and
protocols in one central location.

Learn more at rdm.mcmaster.ca/organize

McMaster

Data Sets for Model Building and Validation,”
OSF, June 15, 2018, osf.io/uag:6x.
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Keeping folders organized
makes it easier to find things.

Make organizing files and folders a habit — that
way, it's easy to know where things go.

File organization schemes can include:
By project
By researcher
By experiment type
By date (often year)

Lewis & Ruth

L

Research files
2019
2020
2021
Arch human phalanx
Saskatchewan brown bat microstructure
Siberia wolf tibia

T-rex bone microstructure

Sherman Centre

scds.ca  for Digital Scholarship

Histology
By some combination of the above MicroCT
' : Synch
(i.e. a two level structure of year -> project) ynchrotron
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Give your files good names!

Organizing your research files makes your data easier to

understand, share, and archive—both now and in the future.

A good file organization system should be descriptive,
standardized, and implemented consistently.

File Naming: Include date, project name, short
description, initials of researcher, version number, and
other metadata (like location).

e.g. 2023_02_08_YouthOutreach_GuelphStaff_TM.wav

Update your team: Once you've established a file
organization and naming system, describe it in a
README file for your research project and make sure
everyone on your research team knows the system.

tip: if you start your file name with dates like 2023-10-03-
filename they will sort by date automatically

Lewis & Ruth

Date: 2023_02_08 (collection date)
Project Name: YouthOutreach
Short Description: GuelphStaff
Name: TM (Tracy MacDern)

McMaster | |y,
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2 & STORY TOLD N FILE NAMES:

W h at i s S u es c a n & C:useriresearchidata
We S ee W i t h liename | Date Modified Size | Type

& data_2010.05.25_test.dat 3:37PM 5/28/2010  420KB  DAT file

. 9 {3 data_2010.05.28_re-test.dat 4:20PM 5/28/2010 421 KB DAT file

these flleS ‘ Wh at @@ data_2010.05.28_re-re-test.dat 5:43PM 5/28/2010  420KB DAT file
2 data_2010.05.28_calibrate.dat 217 PMO5f28/2010 1,250 KB DAT file

d - d .th - {2 data_2010.05.28_huh??.dat 7:20 PM 5/28/2010 30KB DA file
| 1S p erson i@ data_2010.05.28_WTF.dat 9:58PM 5/28/2010  30KB DAT file

i@ data_2010.05.29_aaarrrgh.dat 12:37 AM 5/29/2010  30KB DAT file

d O Wel I? Wh at 3 data_2010.05.29_#$@*8&! dat 2:40 AM 5/29/2010 OKB DAT file
. i data_2010.05.29_crap.dat 3:22 AM 5/29/2010  437KB DAT file

2 data_2010.05.29_nctbad.dat 4:16 AM 5/29/2010  670KB DAT file
CO u | d 'th ey h ave i data_2010.05.29_wochoo!l dat 4:47 AM 5/29/2010 1,349 KB DAT file
W data_2010.05.20_USETHISONE dat  5:08 AM 5/29/2010 2,894 KB DAT file
? & analysis_graphs.xls 213 AM 5/29/2010 455 KB XLS file
d one b etter:- #) ThesisOutlinel.doc 7:26 AM 5/29/2010  38KB DOC file
5] Motes_Meeting_with_ProfSmith. txt 11:35 AM 5/29/2010 1673 KB TXT file
2 JUNK. .. 2:45PM 5/29/2010 Folder
k2 data_2010.05.30_startingover.dat 8:37 AM 5/30/2010  420KB DAT file

€

Type: Ph.D Thesis Modified: too many times Copyright: Jorge Cham W, DNCCOMICS. Com

December 5, 2023 31



Project: Kristin's important chemistry project
Date: June 2013-April 2014
Description: Description of my awesome project here

Fu ndf*:“D:;IJa?f?“;-,I:L ofE“:'c?rg.ly.fg.;rm-ntno;‘fhl-‘.sl'ﬁl‘;l' Documentation files
- » README: A simple text document (.txt) that
describes project information, folder hierarchy

and file organization, description of important
file contents.

ORGANIZATION

All files live in the TmportantProject’ folder, with content
organized into subfolders az follows:

=378

— RawData’> All raw data goes into this folder, with
subfolders organized by date
— AnalyzedData’: Data analysiz files

= Data Dictionaries: A document for tabular data
that describing names, labels, units, and
constraints.

— ‘PaperDraftz; Draft of paper, including text, figures,
outlines, reference library, etc.

— ‘Documentation’: Scanned copies of my written
research notes and other research notes

— ‘Miscellaneous’: Other information that relates to this

project

= Codebooks: Like data dictionaries but for survey
or statistical data—includes the survey layout
and structure, and codes for questions and
answers.

NAMING

Raw data files will be named as follows:

“YYYYMMDD expertment _sample ExpNum
(ex: “20140224 UVVis KMnOg4 2.cst

Kristin Briney, “/README.TXT,” Data Ab Initio,
February 25, 2014 http.//dataabinitio.com/?p

STORAGE

Lewis & Ruth MCMaSteI‘ :
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Build a documentation scheme you will actually use!

The most important aspect of documentation is doing it.

Whatever file naming and organization scheme you choose, make
~ sureit’'s descriptive, use it consistently and document it (in a

mesew  readme.txt file).

" Take advantage of the software that is out there, including note-
E taking software, reference management software, and collaboration
. software.

N ”“W \——



4. Store and back-up your data securely

Data Loss
Theft of devices
Loss of devices
Accidental damage or destruction
A USB drive is not an archive!
IT Security:

Computer viruses, malware, ransomware.

Lewis & Ruth mEm MCMaSteI‘ :
Sherman_ _Centre University X Library
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Even cautious people can lose data.

Lewis & Ruth

|
B
=
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Dr. X leads a large, well-funded lab that conducts
multiple expansive research projects. Because
the lab is so busy, Dr. X and their team also
receive many emails every day. Although they
have taken some IT training, one of them clicks a
link in a carefully-worded email and their research
system becomes infected. All of Dr. X’s critical
research files are encrypted; locked down until
the university pays a ransom. Depending on how
well Dr. X’s research is backed up, they could be
facing an impossible decision: lose years of
research...or pay up.

McMaster | |y,

University X
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Avoiding Data Loss: 3-2-1 Backup Strategy

A good data storage plan needs to balance accessibility and convenience against security and reliability.

Example:

i 1 locall h ' '
Copies of your data (at least!) copy stored locally on hard drive for analysis

1 copy stored on cloud storage platform
1 copy stored in a secure campus drive

Copies are on-hand (easily accessible) on different
systems (internal hard drive, cloud storage, etc.)

a “production” (working) copy

a “production backup” copy

Copy is in another location (“off-site”) from the
others with a trusted service provider

Lewis & Ruth M r
Sherman Centre Ungléﬁ[s%?fte
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Research Data Storage Finder Tool

https://rdm.mcmaster.ca/finder

* If you're looking for a good place to store
research data, try our Research Data Storage
Finder webtool, where you can get
personalized recommendations.

» Answer questions to narrow down options
depending on risk, volume, and other needs.

 This tool also allows you to compare feature
sets of McMaster-approved options.

« Webinar on data storage:
https://scds.github.io/intro-rdm/storage.htmi

Lewis & Ruth

Sherman Centre

scds.ca  for Digital Scholarship

Data Storage Finder

Step 1: Answer these questions to

narrow down storage provider options.

1. What risk level is your data? O

2. What type of data storage are you looking for?

feedback form. As McMaster d

Step 2: Select data storage providers you would like to
compare

Compute Canada o Compute Canada O Datav

NextCloud

eeeeeeeeeeeeeeeeeeeeeeeeeeee

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
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Distributed version control | |  File Synchronization and

sssssssssssssssssssssssssssssssssssssssssssssssss
||||||||||||||||
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McMaster
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https://rdm.mcmaster.ca/finder

Encrypt sensitive data:

Sensitive data is any data that would cause harm if released openly. This
includes personally identifiable information and personal health information.

Encryption is a process of transforming information so that it is only readable

to a person with the correct authorization.

= Use “Full disk encryption” if you are using a personal computer or laptop.
This is called FileVault on Mac OS and “device encryption” or Bitlocker on
Windows.
Encrypt individual files in Microsoft Office using the “Protect Document”
function.
Other files can be encrypted using Disk Utility on Mac OS or with a third-
party tool like VeraCrypt.

For more details see our webpage: https://rdm.mcmaster.ca/secure

r5, 2023



https://www.veracrypt.fr/en/Home.html
https://rdm.mcmaster.ca/secure

How should | protect my data?

Enable Multi-Factor Authentication (MFA)
. Also known as 2 Factor Authentication (2FA)

Requires more than one code or ‘Factor’ to
login — typically 2 factors: password and a
security code sent to your phone number or
generated by a linked authenticator app

- Most web services (Gmail, Dropbox, etc)
provide MFA

Lewis & Ruth

I &F Microsoft

Approve sign-in

© Open your Microsoft,
approve the request t«

Sherman Centre
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Password Best Practices

Make sure your online information is secure by ensuring your password is:

Q

Lewis & Ruth

Sherm

scds.ca

Strong: Make a strong password by combining a series of numbers, letters, and symbols into a

long series of words. Try to combine them into something memorable - like LT1br@ryt1pS.

Unique: Use a different password for every website/service

Secret: Never share your passwords with anybody, even if you trust them. Keep your passwords

secret by storing them only in your head. Never send them in an email!

Devices: Use a strong password on your computer and phone, too

Monitored: Watch for data breaches in platforms you use and change your password when they

happen.

track of your passwords for you. Some examples are BitWarden and 1Password.

McMaster
an Ce ntre University B2
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Tip: Remembering multiple passwords can be difficult. Use a trusted password manager to keep
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ﬁ Common Password Mistakes

Here are some common mistakes people make when creating passwords:

ﬁ AutoSave 'E:.' 'fo::' Test Example's Passwords.xlsxk » Saved wrltten Down: Passwords YVI’It'tef.] down on a
- piece of paper or stored in plain text on a
File  Home Insert Draw Page Layout Formulas Data computer may be stolen by somebody with

Service  |Exmail paccword malicious intent or easily lost.

MaclD example@mcmaster.ca football

Too Simple: Simple or common passwords are
easy to guess or brute force.

Examples: apple, rowboat, bumblebee, blizzard,
password

DropBox example@mcmaster.ca  football

Google test.example@gmail.com football

Instagram test.example@gmail.com footballl

ORCID example@mcmaster.ca football

Zotero example@mcmaster.ca football

Same Password: Using the same password for
multiple websites is like having one key for
multiple locks; if it's stolen, the thief can open

th 1.
Have you made any of these mistakes before? ema
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What is the worst password you can
imagine? (add plus signs to the ones
you think are the worst! winner wins a

tiny croc to put on your crocs!)
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» 5. Make sure your data is ready for
archival and sharing

Data Sharing: Open and free data sharing supports research
ideals like transparency, accessibility, reproducibility,
collaboration, and maximizes the impact and visibility of
research.

Data Archiving: What do you plan to do with your data once it's
been published? How will you ensure that your data remains
accessible (to you and others) long-term?

i R i
Lewis & Ruth mem MCMaSteI‘ ;
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Open Research

@ i

P>
.
411

Lewis & Ruth

Supports reproducibility and replicability — heightens
confidence in results and supports research integrity

Leads to new collaborations — potential for meta-
analyses over a wider topic area.

Research is often publicly funded — data as a “public
good” that is accessible by journalists, other
researchers, etc.

Limits over-researching communities for qualitative
studies. Share datasets with community partners —
value added, support long-lasting research
relationships.

McMaster
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What is data sharing?

v
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Why share data? Citation Impact

Studies show that publications with open data are
cited more.

Publications in PLOS and BMC journals with
open data have up to 25% higher citation impact
compared to those that don't share data.

« Collavazi et al, 2020 PLOSOne The citation advantage of linking publications to
research data https://doi.org/10.1371/journal.pone.0230416

Publications of gene expression microarray data
have higher citation impact when the data is
shared.

» Piwowar & Vision, 2013 PeerJ Data reuse and the open data citation advantage
https://doi.org/10.7717/peerj.175

McMaster

University BEE Library
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https://doi.org/10.1371/journal.pone.0230416
https://doi.org/10.7717/peerj.175

Lewis & Ruth
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Why share data? Journal and Funder Requirements

Many journals are starting to require data sharing or at least data
availability statements, including:

PLOS https://journals.plos.org/plosone/s/data-availability

Nature https://www.nature.com/nature-portfolio/editorial-
policies/reporting-standards

NEJM https://www.nejm.org/about-nejm/editorial-policies

Journals with higher Impact Factors are more likely to have data
sharing policies.

McMaster
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https://journals.plos.org/plosone/s/data-availability
https://www.nature.com/nature-portfolio/editorial-policies/reporting-standards
https://www.nature.com/nature-portfolio/editorial-policies/reporting-standards
https://www.nejm.org/about-nejm/editorial-policies

Why share data? Funder Requirements

l* I Government ~ Gouvernement
of Canada du Canada

iences and Engineer
umanities Researc

DATA MANAGEMENT AND SHARING POLICY

GENOMIC DATA SHARING POLICY
OTHER SHARING POLICIES
ACCESSING DATA

ABOUT

Data Management and Sharing Policy

NIH has a longstanding commitment to making the results of NIH-funded funded research
available. Responsible data management and sharing has many benefits, including accelerating the
pace of biomedical research, enabling validation of research results, and providing accessibility to
high-value datasets

About the Data Management and Sharing Policy —

Lewis & Ruth

Tri-Agency RDM Policy — CIHR:

Data Management Plans: Network Grants in Skin Health and Muscular
Dystrophy, Virtual Care/Digital Health Team Grants, Data Science for
Equity

Data Deposit - CIHR currently requires researchers to “deposit
bioinformatics, atomic, and molecular coordinate data into the
appropriate public database.”

See the Tri-Agency Data Management Policy for details.

National Institutes of Health (NIH)

Data Management Plans: “NIH requires all applicants planning to
generate scientific data to prepare a DMS Plan that describes how the
scientific data will be managed and shared.”

Data Sharing: “Scientific data should be made accessible as soon as

possible.”
See the NIH Data Management and Sharing Policy for details.
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http://www.science.gc.ca/eic/site/063.nsf/eng/h_97610.html
https://sharing.nih.gov/data-management-and-sharing-policy

Data Sharing — Archival and Preservation

Sharing data in a research data repository is a good way
to ensure that data will be accessible over the long term.
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Data Repository Decision-Making

Publishing data in a recognized data repository is the best way to share data. There are thousands of

data repositories.

Domain Specific
Repositories
Focus on certain
types of data such as
genomic information
or astronomical
information.

Lewis & Ruth

Sherman Centre

scds.ca  Tor Digital Scholarship

General Repositories
Accept broader types
of research data. ex.
McMaster Dataverse
(part of Borealis) and
Canada’s Federated
Research Data
Repository (FRDR).

Code Repositories
There are also code-
specific repositories

like Github, Gitlab,

BitBucket,
SourceForge

Repository Finder
This tool by DataCite
can help you find an

appropriate
repository to deposit
your research data:
https://repositoryfind
er.datacite.org

McMaster
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McMaster Dataverse

https://borealisdata.ca/dataverse/mcmaster © boreaii

McMaster
University @21

vmvt

= McMaster's Institutional Data
Repository is a home for all research
data originating from McMaster
researchers.

McMaster University Dataverse (mcMaster Univer

ty) McMaster RDM S
Borealis >

X Contact (& Share

About Dataverse

The Mclaster University Dataverse is a research data repesitory for our faculty, students, and staff. Files are held in a secure environment on Canadian servers. Researchers can
choose to make content available publicly, to specific individuals, or to keep it private

For information on research data management, including best practices for sharing and preserving research data, consult McMaster's Research Data Management website
The Library can assist with using the repository service and will help you prepare your data for sharing and preservation

= Provides basic data curation services

- Before depositing a dataset in the McMaster Dataverse, please look through the Data Deposit Guidelines for information on what is required to deposit data.
= For a full walkthrough of depositing data to McMasier Dataverse, please click here

If you need assistance please contact: dm@mcmaster.ca

= Datais stewarded by professionals at

Q | Advanced Search + Add Data
M C M a St e r + & Dataverses (19) 1to 10 of 83 Results It sort~
£ Datasets (54) =
- Long-term Rocky Tidal Community Data from Discovery Bay, Jamaica E
&= Files (783) :‘1 Jun 30, 2022
Dataverse Category = Jurek, Kolasa, 2022, "Long-term Rocky Tidal Community Data from Discovery Bay, Jamaica®, https://doi.org/10.5683/SP3/FNAUSL,

Borealis, V1, UNF:6:CcaJ22GTs0820wLoKrEClg== [fileUNF]

= Choose whether to share data openly
or through an application process

Research Project (5)

The rocky supratidal zone is home to a wide diversity of life. Understanding how individual species persist, the interactions between species in a
community, and how the abiotic environment can shape these interactions requires detailed study. Over nearly three decades. Professor.

Joumal (1)

Organization or Institution (1) Nurr1 is not an essential regulator of BDNF in mouse cortical neurons =

May 30, 2022
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https://borealisdata.ca/dataverse/mcmaster
http://www.youtube.com/watch?v=UDFGqRY61fQ

Federated Research Data Repository (FRDR)

https://www.frdr-dfdr.ca/repo/

= Available to any researcher affiliated with a Canadian institution

= Built for large (1 TB+) datasets
« Datasets are actively curated by professional staff at FRDR

- Datasets must be open access but can be embargoed for a one-year period

FRDR DFDR

£

Federated fédéré de
Lewis & Ruth mEm MCMaSteI‘ :
Sherman Centre University X Library
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https://www.frdr-dfdr.ca/repo/

Datasets as a digital objects.

Research output (data/code): The data is surrounded
by layers of information to make it FAIR

Lewis & Ruth

Sherm

scds.ca

an Centre
for Digital Scholarship

Identifiers: Persistent Unique Identifiers such as
DOIs and ORCiDs help find, track, and cite data

Standards: Open standard file formats help

others access and reuse data

Q Metadata: Rich metadata and data documentation

helps others find and understand datasets

December 5, 2023
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Persistent Identifiers help keep track of
everything and make research findable.

Persistent Identifiers (PIDs) are unique links that will
never expire.

- Digital Object Identifiers (DOIs): Can be minted for
publications, datasets, lab equipment, research
software and more.

- Open Researcher & Contributor ID (ORCiD): Unique
identifier for researchers. Distinguish yourself from
scholars with the same name; connect your
datasets, code, and publications.

Connecting research and researchers

Lewis & Ruth

Sherman Centre 2
scds.ca  for Digital Scholarship December 5, 2023




Standards - File Formats

Have you ever saved data on a CD, DVD, or BluRay? How about a zip
disk or HD DVD? Do you use Google Docs or Prezi where all your
documents are stored online on a proprietary platform in a proprietary
format? What would you do if that platform closed down?

CSV

Other researchers may not have access to any proprietary software
you use, so data and metadata should ideally be stored in
sustainable formats. Look for formats that are:

- Standardized

- Well documented

o Incommon usage

- Uncompressed

Research instrument files may be manufacturer specific and should
be converted to a sustainable format when possible. See HFOE\?.ILDOC)WYIC()lgg'?O,

https://site.uit.no/dataverseno/deposit/prepare/
#what-are-preferred-file-formats

Lewis & Ruth iEEEE MCMaSteI' :
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Metadata - Data Licensing

 Creative Commons (CC) - (creativecommons.org)

o CCO - public domain dedication

o CC-BY - require attribution

o There are further restrictions that can be added such as NC
« Open Data Commons (opendatacommons.org)

o Similar licenses to CC but built for data

- PDDL - Public Domain Dedication and License ﬂ SECRET/SACRED
- ODC-By - require attribution - u
- ODbL — attribution and share alike ==

* Traditional Knowledge (TK): In addition to the First Nations
Information Governance Centre’'s OCAP® training, communi ' ev st cuture, ertain ypes of knowledge are resiricte

. . in some way. This knowledge is considered sacred, secret,
m ay a I SO use T K I icenses - Iocalcontexts.orgll icenses potent and/or private, and only certain people or families can
and should have access to them. We call this xaxa in our
anguage. This label indicates that there is additional
knowledge about a certain subject that cannot be shared on the
website.

Images from Sq'éwlets, “Traditional Knowledge Labels,” http://digitalsqewlets.ca/traditional-
knowledge_connaissances_traditionnelles-eng.php and Creative Commons, fixed by Quibik.
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creativecommons.org
opendatacommons.org
http://digitalsqewlets.ca/traditional-knowledge_connaissances_traditionnelles-eng.php
http://digitalsqewlets.ca/traditional-knowledge_connaissances_traditionnelles-eng.php
https://creativecommons.org/contact
https://commons.wikimedia.org/wiki/User:Quibik

Metadata - Tags + Documentation

Metadata is “data about data” - keywords and tags to
help with searching, or documents that explain your
decision making and organization.

Metadata: When you deposit data in a repository, include
metadata such as a title, date the data was collected,
language, description, keywords, geographic location,
and more. This helps other researchers narrow down the
search and understand if the data is useful to them.

Documentation: Deposit a README file alongside your
dataset to ensure others can understand how you
gathered the data and how they can use it.

https://rdm.mcmaster.ca/publish

McMaster Dataverse Depositor Checklist

This checklist augments our more comprehensive McMaster Dataverse Data Deposit Guidelines and
McMaster Dataverse Deposit Walkthrough documents. ltems marked with an asterisk * are mandatory

for submissions.

Before Deposit

] *README: Develop a README file to submit alongside dataset [template, more info]. You do not
need to use the template but information equivalent to sections 1-3 from the template is required.

[J Documentation: Gather all the documentation for your dataset, potentially including: data
dictionary, data model, code book, interview guide, etc. [more info

[J *Anonymization/De-ldentification: McMaster Dataverse does NOT accept datasets containing
confidential or sensitive information. Remove, replace, or redact data until they are de-identified
and non-confidential. [more info

] *Ethics Approval: Confirm you have MREB or HIiREB approval to share data (if applicable).

[ *Citation and Credits: Confirm you have credited, linked, and cited third-party sources, including
data, code, or software (if applicable)

[ Dataset organization: Use consistent file naming and folder organization. A well-structured dataset
is easier to understand and share. [more info]

[J Sustainable file formats: Make your data files accessible long-term and for re-use. [more info

During Deposit

[ *Account + New Dataset: Access McMaster Dataverse and set up your account by clicking “Log In”
at the top of the page. Click "Add Data" and "New Dataset".

(] *Data License: Select an open license under “Dataset Template.” [more info]
[J *Add Metadata: Ensure your data is findable by adding descriptive information.
[ *Basic Metadata: Add Title, Author, Contact, Description, and Subject. [more info]
[ *Publication: Enter citation information to Related Publication(s) = min. title + journal.
[0 Time: Add details to “Time Period Covered” and “Date of Collection” (if applicable)
[ Place: Add details to “Geospatial Metadata” (if applicable)

[ Researcher ID: Connect your research by adding an ORCIiD or another researcher ID for yourself
and your collaborators. [more info]

[J *Dataset: Upload data files under the “Files” heading - click "+ Select Files to Add" - .zip files are
unpacked automatically. If you have a lot of files, compress the whole directory in a .zip and upload
that file to maintain file/folder structure.

M Cila Maman L Tana: Madifi fila naman and add taut danarintiana If danirad add tanme far alaritg

Lewis & Ruth EEEEE M r
Sherman Centre Univléﬁlszitssfte

scds.ca  for Digital Scholarship December 5,2023 57 3

Library




Open Access (OA) Publishing

Tri-Agency funded research must be published open access. We encourage all research to be published
open access when possible!

Publication Repositories
Final manuscripts can be deposited in an institutional or disciplinary repository (such as arXiv.org)

Researcher is responsible to navigate copyright requirements of the journal, but there are lots of
resources available. Learn more about Open Access here:

https://library.mcmaster.ca/research/open-access#tab-open-access-publishing

Journals '
Journal provides open access to the article (within 12 months) S here

MOSt journaIS WI” Charge Open accCess feeS McMasterUmversttyUbranes Institutional Repository

MacSphere
*  McMaster's institutional publication repository. This is where graduates publish theses!

«  Publish your data in McMaster Dataverse, publication in MacSphere, link both. We can help!

Lewis & Ruth McMaster ]
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https://arxiv.org/
https://library.mcmaster.ca/research/open-access#tab-open-access-publishing

What are some opportunities you
can think about with sharing
data? What are some hesitations
you might have?
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Top 4 ideas for improving your research data management:

% Make a plan for data management.

=2  Create a file organization scheme (and use it).

] Ensure your data is safely stored and backed up.

~» Share your data openly.

Lewis & Ruth
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RDM Community of Practice

« Teams channel hosting asynchronous
discussion

« Monthly meetings featuring presentations
from researchers across the university on
how they do data management

« Thursday, September 28 - 11 AM-12 PM.
DMP Roundtable: Natalie Harvey-Younis
(Psychiatry & Behavioural Neurosciences);
Benjamin Taylor (MacPherson Institute);
Melissa Parker and Saleha Ansari
(Rehabilitation Science)

All are welcome to join! https://u.mcmaster.ca/rdm-community
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https://u.mcmaster.ca/rdm-community

"~ October 25,2023 1 10:30am-12pm

Virtual Workshop + Sandbox Session

Data Management

Plans & Intro to
DMP Assistant

u.mcmaster.ca/scds-events
i McMaster
RDM orary University @%"
\%;mber 52023 62 .




November 29, 2023 | 10:30am-12pm
Virtual Workshop + Sandbox Session

Depositing & Sharing
Data Online with
McMaster Dataverse

; .ca/scs-
u.mcmaster.ca/scas-events Q S c D s T nggigt%-

/ LN | I | B
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